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摘要 
 
摘要 
 
从 2007 年出现第一台安卓手机出世以来，安卓手机以他低成本，开源的优势强势的
进入手机市场。众多的开发商，手机软件开发工程师的加盟，进一步推进安卓手机的发展，
在极短的时间赢得广大手机用户的认可。随着手机智能化系统的高速发展，人们的工作、
生活已经越来越依赖手机。但是，由于安卓手机开源，并且本身在安全性方面的检查机制
比较薄弱，在巨大的利润的驱使下引来了很多恶意攻击者对系统的破坏。市场上也出现了
众多的恶意安卓的应用，针对手机的攻击手段也层出不穷。安卓系统的文件防护问题变得
尤为重要。 
本文在对安卓系统架构的研究和分析基础上，实现了静态查杀、动态防护和软件管理
三种功能，应用了基于有序二叉树的多模式匹配和有穷状态机的查杀方法，采用 MD5哈希
技术，实现了基于静态查杀和动态防护的恶意文件防护功能，防止恶意文件对手机的破坏。
同时扩展了软件管理、任务管理等功能，实用性强。经测试符合需求设计，证明了其有效
性。 
与其他安卓安全类软件相比较，本文是在同一个系统中融合了静态查杀和动态防护两
种功能，其次是优化了恶意文件查杀和防护的匹配算法、行为监控及记录技术。 
 
 
关键字：有序二叉树；文件防护；Android  
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Abstracts 
 I 
Abstracts 
Since the first android phone was born in 2007, the android mobile phone with low cost and 
the advantages of open source enter the mobile phone market fast. Many telephone developers 
and mobile phone software development engineers joining, promote the development of the 
android mobile phone, so that android win the majority of mobile phone users in a very short 
time. With the rapid development of mobile intelligent systems，people's work and life has 
become increasingly dependent on mobile phones. At the same time, because of the android open 
source, and its relatively weakness in the field of security inspection mechanism, the huge profit 
drive malicious attacker to create a lot of damage to the system. there have been numerous 
malicious android applications on the market. Attacks against mobile phone are endless. The 
Android system file protection problem has become particularly important.  
On the basis of the research and analysis on the Android system architecture, this paper 
implements still killing, dynamic protection and software management three functions. And it 
applies the killing method which is based on ordered binary tree multi-pattern matching and 
finite state machine. And it uses the MD5 hash technology, implements the malicious files based 
on static and dynamic protection killing protective functions, prevent malicious files damage to 
the phone. At the same time it expanded the software management, task management, and other 
functions, strong practicability. 
Compared with other android security software, this article combines the static and dynamic 
protection killing two functions in the same system. The second it optimizes the disinfect 
malicious files and protection of matching algorithm, behavior monitoring and recording. 
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